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ABSTRACT data can lead a classifier to cause arr@imply by
Modern day language classification employs conceptualooking at the wrong thingBGhe garbage in, garbage
machine learning, which relies heavily on theality of data  out principle. Statistical language classifiers typically
that can be_extracted from the input text. Data is typically_employ a static set of rules to parse messages presumed
extracted using a parser with a static se_t of parsmg rules. Thﬁ) be in a Supported target |anguage_ Such classifiers
presents a problem for Iearnlrjg machlnes needing to parsgse g language p=er to generate OtokensO, or small
algr%?:ittf:?ulzge;nn;ﬂy :’(‘;‘\T dedl'fefg‘:r':g fif;“;t“';giﬁ“'e pieces of representative data from the input text, which
u'es SO p P n g e then used for analysis. These are typically words,

even for languages they were designed for, as fractions h . D . f
data can sometimes be more useful than complete recogniz&{10rt pPhrases, patterns, or expressions. Data is often

words. This paper outlines a reasonbaped approach generated using a static set of word separators or
capable of being atbd to an existing statistical language expressions suitable for the language being parsed. The
classifier to intelligently identify the best characters or patternproblem with this approach has historically been that
to use as text separators, and therefore the best overalthat may appear to represent sensible parsing rules for
technique for parsing a corpus of text. This technique applieg given language may not necessarily provide the
to the building and furtherevising of a tokenizerOs parsing gptimum data for a statistical classifier.natOs more,

technique using learned information about the effectiveness %mguage classification is a largeale problem, and

each potential text delimiter, pattern, or expression. . . . .
Moreover, this technique allows for constant adaptation todlfferent languages require different parsing rules.

new classes of text and/or character setscamtinually ~>°Me languages do not provide whitespace characters,
improve upon its own effectiveness. The benefit of thismaking it very difficult to parse a text without prior
application is an approach to intelligent parsing without anyknowledge of the languageis composed in.
prior knowledge of the input language(s). As this paper will
show, using an adaptive, reasonlv@ged parser can provide To adapt a parser to identify the optimal way to read a
equa or greater efficiency than a static parser, especiallygiven input text, a method is used to reason the best
when dealing with foreign _Ianguages and charaségs. At arsing delimiters for the given input. This is
e owesteve of xplantion, e descrbed approach causGtcompiished by calculating a usefulness vector for
data that it dog not find useful until it finds a way to parse gvery pote_ntlal tok_en _sepama or expression. Th's
that data so that it is considered more useful than the rest.  Value predicts the likelihood that the character will be
found within data of little interest to the classifier. The
Categories and Subject Descriptors characters with the highest likelihood of being found in
uninteresting data are then used as parsing separators
(word delimiters) and the remaining characters (those

likely to be found in interesting data) are treated as
1.7.m [Document Text and Processing]: Miscellaneous constituent characters.

1.5.1 [Pattern Recognition]: Implementatiorb
statistical, structural.

General Terms The only requirement to implementing this technique is

Algorithms that the language classifier must have a mechanism to
determine whethe data is of high interest or low
Keywords interestb a common function of any classifier. Most
parsing, adaptive, token, delimiter, classification, text,/anguage classifiers do this by means of assigning a
filtering probability to a token in the range of 0.0 to 1.0, where

tokens having probabilities closer to 0.5 for all classes

are considered uninteresting, and tokens with
1.INTRODUCTION probabilities closer to the edges are considered of high
Reasoning machines bear the task of improving theilnterest. Alternative mechanisms may be used as well,
responses regularly to provide better results. Becaussy long as the filter is capable of placing a given token
the quality of tle input data is so closely related to thewithin such a dichotomy. The mechanics abfoosing
quality of the classification, classifiers should also bethe thresholds for this are left up to the implementer.
able to detect, or try to detect, their level of efficiency

at extracting quality data from the input sample. PooR ESTABLISHING DELIMITER SETS



The concept of a token delimiter is common amongcalculate the disposition of a token.
most language classifiers. Delimiters are used to
determine how to parse a sample text into smalletsing this formula, we could calculate, for example, the
component®words, phrases, and the like. likelihood that every ASCII character from B 255
would appear in an uninteresting token. We then take
The parser (also known as the tokenizer) is by far théhe n tokens with the highest probability and use those
most heuristic, hardoded component of most as token delimitersAfter each messageab been
classifiers, and arguably the central plane of error. Datarocessed, the LowCounter, HighCounter, TotalLow,
that is considered OuninterestingO is largely useless t@mad TotalHigh counters are updated in the tokenizerOs
classifier, and therefore it is advantageous to have lesmemory. For example, if the message processed saw
OuninterestingO data (typically data with a probabilityhat the letter A was present in 10 tokens that were
closest to neutral), and more OinterestingO datiteresting and 5 tokens that were uniasing,
Uninteresting data is considered such because it appeafsghCounter is incremented by 10 and LowCounter is
in a similar proportion across the difent classes being incremented by 5 within the tokenizerOs memory.
categorized (for example, spam and {spam). By
altering the method in which data is parsed, data thaQ.l.Bootstrapping
would otherwise be considered Uninteresting mlght,\Nhen there is not enough data to establish a full
instead, be parsed in a different fashion that is morgelimiter set, two options can be emp|0yed_ The first
native to one particuladass of data. option is to simply use default delimiter set, such as
whitespace, until a reasonable number of adaptive
The decision for which delimiters to use for a givende"miters can be established. This could prove
classification process is reached byuilding a problematic, however, for languages not employing
hypothesis space containing all possible delimiters fofyhitespace. The second, and more statistically sound
consideration and thecalculating the probabilityhat technique, is to use #mited delimiter set. In this
each delimiter will bepre$nt in Uninteresting data. scenario, baracters that do not have enough data
Depending on whetherASCIl charactes, wide  gathered for thenare assigned a default probability of
charactes, or othersuch devices are used to fill the 9.5 which will ensure that there are always token
hypothesis spacesiich as patterns or expressijpnss  separators in the pipelinés the tokenizer begins to
relevantonly to the extent of granularity and resourcesmake initial observations about the sample text, more
the implementer ants to account forEvery potential  yseful delimiters will quickly resolve to a more useful
token separatothypothesis)retains a memory of the propability. This approach is referred to in this paper as
number of times it has appeared in a Ohigh interes@hure® analysis, because the delimiter set is entirely
data point (or token) and a Olow interestO data point. derived from means of learning. For the testaducted
global statistic is also maintained, keeping track ef th here, we determine a token to have sufficient data when
total number of Ohigh interestO and Olow interest@wCounter and HighCounter are greater than zero,
tokens analyzed in the filterOs history. This memory cagnd LowCounter + HighCounter > 10.
and should be unique to different realms of data, such

as header analysis vs. body analysis, and within thg 5 AJternative Delimiter Hypothesis Spaces
This paper presumes to use the standard ASCII
"Bharacter seto derive its delimiter set from. While
any languages employ muliyte characters, using an
SCII set remains to work quite well as weOll illustrate
in this paper. This could be due to its machiative
range, in that is covers all possible valuesdaingle
eoyte, or possibly that because the text is being machine
yprocessed, subharacter data shows to be sufficiently
interesting.

global database, etc.). For data sets spanning ma
different languages and/or character sets, a separ
tokenizer memory for each language may help improvey
and maintain performance.

For each potential token separator (delimiter), th
Bayesgan Chain Rule is used to calculate the probabilit
that the delimiter will appear in a Ieimterest token:

probability(delimiter) = Other techniques for building a hypothesis space for

delimiters may include using the wide character data
LowCounter / TotalL.ow type (wchar) or possibly even multiple byte
(LowCounter / TotalLow) + (HighCounter / TotalHigh) combinations for delimiters. Another technique may
involve maintaining a hypothesis space with duplicates
Where LowCounter and HighCounter are the nemdf  of each delimiter and an identifier determining whether
occurrences that the given character has appeared 9 split before, after, or on the delimiter. Additional
each class of token, and TotalLlow and TotalHighdelimitertechniques will be explored in section 5.
represent the total number of such tokens that have
been analyzed. This is the same formula cited in [6] to




3.ANALYSIS provided a very useful data point for the classifier. The

The overall process can be summarized in this fashion:s andi values represent the number of times the token
has appeared in spam and fspam, respectively. &

load memory signs (+) represent the joining of two adjacent tokens
for each character together (e.g. biGrams), which is a default feature of the
calculate probability(delimiter) classifier used.
if probability(delimiter) >= 0.5
add to sort [0.990000] ,+click (8s, 0i)
end Here, we see that the word Oclick® alone was not as
for top windowSize in sort interesting as when preceded by a commawhich
[sort by probability descending]: would have normally been used as a token separator.
add to token separators list
end [0.940828] igh (105s, 2i)
Fig. 3.0.1 Analysis Process This word fraction probably came from words such as

OhighO as in Ohigh interest mortgageO. It is likely that the
The windowSize vector represents the sort windowletter H was considered a token separator due tonfindi
size, and ultimately the maximum number of charactethe word in different cases, and/or using symbols to try
delimiters to be used. The tests outlined in thipgy  and obfuscate the word itself (such dgl). It may
specify the different window sizes tested withnw have also been part of a larger word that, when broken
denoted in the test. up, was found as a pattern across many spam.

3.1.Tokenizer Example [0.990000] $888 (15s, 01i) _

This adaptive approach allows the machine to choos&hat the dolla sign can make a good constituent
the best text delimiters it believes will parse the sampl€haracter in many messages, where it is very useful in
to provide the highest level of confidence its  identifying dollar amounts used in spam.

decision. The following example is the final delimiter ) ]

set chosen in one configured run of the SpamAssassih?-990000] ional Inc.+Now (6s, 01i)

corpus (described in section four). This phrase fragment would normally have been broken
up into several smaller tokens, ugimnderscore and
Header Delimiters: period as token separators. Instead, the classifier
3782049Y;mF:w"0@! "N\%$ (> determined that these made better constituent characters
to give us a very specific identifier for one particular
Body Delimiters: series of obfuscated spam. Interestingly, this pattern
T?N,I?0S.pEmroaicthldesn could cover many iferent company names: National

Inc, International Inc, Promotional Inc, and others.
Many characters wevould expect to see are present in During this series, the classifier likely used the letter OtO
one or both sets of delimiters. For example, the Oaff§ @ token separator.
sign (@) allows headers to be parsed for address and i
domain information, and the colon (:) is automatically [0+-990000] s0r+C|ubs (12s, 0i)
selected as a general separator in headers. TH#&ere, we see the number zero and the pipe (|) characte
exclamation point () and dollar sign ($) were used to obfuscate a series of messages. The cl_assmer
considered largely uninteresting in the messagéétermined that, when considered constituent
headers, but were used as constituent characters in thBaracters, helped identify obfuscations.
message body. This is probably because most uses of
these characters are found in the message body, whek@ - 990000]

they were considered constituent characters. In the !+ESC(B (50s, 0i)
message body, amidst some basic punctuation, the ESCSB(-ESC(B (19s, 01i) _
classifier found many letters commonly not included in ESCSBIIILIILIILIIESC(B (29s, 01)

a tokenizer set. As weOll see, some of these letters werBiS message was in a Japsmecharacter set. Most
S0 common in uninteresting words that it made mordlumans would have no idea what they were looking at,
sense to the machine to treat them as a token separatit the classifierd without understanding Japanese,
which provided much better data to work with. Finally, found these pattern of characters to be particularly
some of the question marks in the above example wer@atlve to spam.
actually nonrprintable characters that were believed to
make good token separators. 4.SUPPORTING DATA

To measure this techniqueOs effectiggniests were
In the data shown below, we see many familiar textrun to compare the overall accuracy of a statistical
fragments that, when tokenized in this fashion,classifier with various parser configurations, including



the approach outlined here. These tests were performed Precision Recall FScore
using the DSPAM classifier with three different Whitespace 0.9957 0.8649 0.925
configurations: Static Defaults 0.9969 0.8723 0.930
Adaptive,W24 0.9932 0.9282 0.959
1. WhitespaceOnly Tokenizer: A tokenizer with ~ Adaptive, W32 0.9942 0.9087 0.949

parsing rules to only break words with Pure,W28 0.9926 0.9261 0.958
whitespace (spaces, tabs, and new lines). Pure,W36 0.9952 0.8786 0.933
2. Static Default Set: The default tokenizer with Fig. 4.1.2 SA Corpus Test Metrics
parsing rules using a static set of haotled
word delimiters. 4.1.1 Counter-Example of the
3. Adaptive Tokenizer: A tokenizeusing the SpamAssassin Corpus
techniques outlined in this paper to To qualify the increase in overall classification

intelligently choose the best delimiters. accuracy, th&pamAssassin Corpus tested above was

) re-run with the formula reversddthat is, the characters
The raw values provided represent the number of true 5,nd to have the highest probability of being found in

positives (TP), true negatives (TN), false positives (FP)ysefyldata, instead of uninteresting data, was used
and false negatives (FN). instead. As could be expected, this greatly imgzhir

) accuracy as shown in Fig. 4.3 below. In this example,
The tests were conducteg presenting each message  the Adaptive,W24 approach was used with an identical
for classification using an even distribution for the ratio configuration as before, with the calculation reversed.
of spam and nespam in each corpus. If the resulting
classification was incorrect, the message would be -~ \wjth the drop in efficiency and score, the rate of false

proc_essed for training. Regardles of the classification, positives naturally also droppeldowever the change is
the filter would observe and evaluate the occurrence of rg|atively insignificant compared to the overall results.

each potential delimiter and add to its memory.
TP TN FP FN

4.1 Comparison of SpamAssassin Public CountefrExamplel578 4146 4 318
Corpus Fig. 4.1.3 SA Corpus Count&xample Raw Test Data
The SpamAssassin Public Corpus is a widely accepted

public email corpus designed for training and testing Precision  Recall ~ FScore
spam fiters. It consists of over 6,000 email messages CounterExampled.9974 0.8322 0.9073

both spam and nespam. Using whitespace and static Fig. 4.1.4 SACorpus CounteExample Metrics

tokenizers as a baseline, the adaptive tokenization

method increased classification accuracy by as much a4.2 Comparison of ISP Asian Corpus

90%. Four separate adaptive tests werebrtwo using The Asian corpus used consists of nearly 35,000 email
whitespace (spaces, tabs, and new lines) as default messages, with a 1:4 mix of legitimate mail vs. spam.
separators, and two OpureO configurations that did notAn unnamed Chinese Internet Service Provider

make any presuppositions about whitespace. The pure assembled the corpus primarily fara@lemic purposes
configuration allowed the parser to identify whitespace such as this. Only the message bodies were used in
on its own, which it did quicklyThe window size was ~ parsing the Asian corpus, to measure the classifierOs
increased by four in the pure tests to account for the  efficiency at classifying the Chinese language. The
whitespace characters omitted. All adaptbets DSPAM classifier itself does not support multibyte
outperformed the baseline in terms of efficiency and  characters, and so both Chinebaracters and the
overall score, however as with such a dramatic increas@daptive parsing characters were processed as-single
in efficiency, this esulted in some additional false byte patterns. The total number of messages analyzed
positives. With such a small measure of false positives was somewhat inconsistent, becaeaeh different

to begin with, the significance of this is questionable  tokenizer wasinable to parse some of the messages

and should be investigated further. from the corpus at all. So wé these statistics show a
significant improvement in filtering accuracy, the
TP TN FP FN adaptive tokenizer was also able to process more

Whitespace 1640 4143 7 256 messages that would have otherwise generated an error
Static Defaults 1654 4145 5 242 in the classifierOverall, the adaptive technique
Adaptive, W24 1760 4138 12 136 increased classificativaccuracy significantly.
Adaptive, W32 1723 4140 10 173
Pure,W28 1756 4137 13 140 This test also factored in a comparison to the Kakasi
Pure,W36 1666 4142 8 230 languageprocessing filter, which was designed to

Fig. 4.1.1 SA Corpus Raw Test Results convert between certain Asian character sets to provide

a set of ASCHreadable tokens delimited by white



space. ItOs importiato note that the Kakasi filter was
originally designed for Japanese, and not Chinese,
however it did reasonably well in spite of this and
scored better than standard heuristic tokenizers.
Unfortunately, a Japanese corpus was unavailable for
testing.

TP TN FP FN
Whitespace 21085 9034 24 3699
Static Defaults 22787 8782 66 2109
Kakasft 18745 8904 108 1438
Adaptive, W24 23952 9224 40 1104
Adaptive, W32 24068 4222 42 988
Fig. 4.2.1 Asian Corpus Raw Test Results

Precision  Recall FScore
Whitespace 0.9988 0.8507 0.918
Static Defaults 0.9971 0.9152 0.954
Kakasft 0.9942 0.9287 0.960
Adaptive, W24 0.9983 0.9559 0.976
Adaptive, W32 0.9982 0.9596 0.978
Fig. 4.2.2 Asian Corpus Test Metrics

* Kakasi was not intended for Chinese text

4.3 Comparison of TREC Corpus

The TREC corpus is a large corpus of email constructe

for the NIST Text Retrieval ConferenceOs spaok.

The corpus consists of more than 35,000 spam and no

spam email in more than 100 different character
encodings. Unlike all other tests of adaptive
tokenization, this time a reasonigsed approach
yielded mixed results, providing little advantaget

did manage to keep up with the other tokenizers. The

TREC corpus as a whole contains an overabundance o

mixed mail from a plethora of different languages,
a Oworst case scenarioO for filtesstest

TP TN FP FN

Whitespace 24426 12878 32 486
Static Defaults 24510 12885 25 402
Adaptive, W24 24474 12879 26 438
Adaptive, W32 24455 12878 27 457
Fig. 4.3.1 TREC Corpus Raw Test Results

Precision  Recall FScore
Whitespace 0.9986 0.9804 0.989
Static Defalts  0.9989 0.9838 0.991
Adaptive, W24 0.9989 0.9824 0.990
Adaptive, W32 0.9988 0.9816 0.990
Fig. 4.3.2 TREC Corpus Test Metrics

5.FUTURE WORK

Other areas to research include extending the simple
ASCII delimiter set to include bigram and trigram
delimitersand incorporate delimiter placement (before
or after the delimiter). This would allow the parser to

intelligently identify inflectional endings in many
languages and perform statistical word stemming, if it
believed such parsing would improve overall otitpu

The Greek language is an excellent example of this, as
the prefixes and inflectional endings used on words can
cause them to change dramatically. Allowing the parser
to determine whether the prefix/suffix better serves as a
separator or a constituentraponent would allow the
parser to root certain words it found to be more
interesting in such a context, and apply the prefixes or
suffixes in more general words that took on a more
specialized disposition with the componentOs presence.

6.CONCLUSION

By adaptively reconfiguring the parser, a lexical
machine can quickly learn and begin to parse many
different forms of data on its own, without prior
knowledge of the language by the filter author. This
makes aeasoningbased approach to language parsing
a verypowerful way to generate data, and further
optimize existing data. This techniqueOs unsupervised
form of training allows for quick and accurate parsing
without additional work by the endser, or previous
knowledge of the language being parsed.

Eurther mprovements might be made by using a
separate tokenizer memory for each known character

et introduced. Adjusting thresholds for determining

usefulness of data can also play a role in the overall
benefits of this approach.

While further tuning may be nesgary for highly

diverse corpora, this approach in general provides a
ignificant increase in overall classification accuracy
or most texts. This technique can be applied to many

SI‘acets of language classification including charastr

Identification, p#étern recognition, document
fingerprinting, and fuzzy data mining operations.
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